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/@0?*/ํ@!@��@)ค/@)Q!)@�+@  ``  /++คห!@P�  OหN�&+>+@�"?��?�>2N�N2+>)�@+&?�!@ 
%?)A/O+��@!  &.0.  `cbc  O->)@�+@  ag  (a)  OหN�&+>+@�"?��?�>2N�N2+>)�@+&?�!@%?)A/O+��@!   
&.0.  `cbc  �@P�O�OR�N&>P)N�>)P�*&+>+@�"?��?�>2N�N2+>)�@+&?�!@%?)A/O+��@!  (�"?"�?P  `)   
& .0 .  `cce  ค�>�++)�@+2N�N2+>)�@+&?�!@%?)A/O+��@!P�*ค/@)NหO!�/"�/�+?�)!�+? 
/N@�@+�+>�+/�O+��@!  �ํ@ห!�)@�+�@!%?)A/O+��@!OหN��@�>  2@�@/@�?&N�คP!P-*?�>�>�?-  2@�@ 
!?�#�>"?�>�@++?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  R/O  �?�!?Q 

�O/ _ Q!#+>�@0!?Q  2@�@/@�?&N�คP!P-*?�>�>�?-  2@�@!?�#�>"?�>�@++?�1@ค/@))?P!ค�
#-/�(?*R�N"/+์  ห)@*�@�  $CO#�>"?�>�@++?�1@ค/@))?P!ค�#-/�(?*R�N"/+์Q!Nค+A/�N@*+>""
ค/)&>/N�/+์  P#+O�+)  O->�O/)C-  �?P)?ค/@)+CO  ค/@)2@)@+��/��@+#�>"?�>Q!�@+"+>ห@+�?��@+O-> 
"ํ@+B�+?�1@  (Operate  and  Maintain)  +/"+/)�O/)C-O->�@+#�>"?�>�@+  (Collect  and  Operate)   
#้/��?!+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  (Protect  and  Defend)  />Nค+@>ห์�@+#้/��?!ค/@))?P!ค� 
#-/�(?*R�N"/+์  (Cybersecurity  Defense  Analysis)  //�O""O->&?�!@+>""QหO)?P!ค� 
#-/�(?*  (Designing  and  Building  Secure  Information  Technology  Systems)  />Nค+@>ห์ 
O->O�O�N�A/!(?*คB�ค@)�@�R�N"/+์  (Analyze)  2A"2/!ห@ห-?��@!  (Investigate) 

�O/ ` )@�+�@!%?)A/O+��@!OหN��@�>  2@�@/@�?&N�คP!P-*?�>�>�?-  2@�@!?�#�>"?�>�@+
+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  O"N�//�N#็!  `  +>�?"  �?��N/R#!?Q 

 `._ +>�?"  `  ห)@*�@�  $CO�?P)?ค/@)+CO  ค/@)2@)@+��/��@+#�>"?�>Q!�@+"+>ห@+
�?��@+�O/)C-  (Data  Administration)  2!?"2!B!�@�N�ค!>คO->QหO"+>�@+-C�คO@  (Customer  
Service  &  Technical  Support)  "+>�@+Nค+A/�N@*  (Network  Services)  "+>ห@+�?��@++>""  
(Systems  Administration)  +/"+/)�O/)C-�O@!ค/@))?P!ค�#-/�(?*  (Collection  Operations)  
#�>"?�>�@+R�N"/+์  (Cyber  Operations)  />Nค+@>ห์�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์  
(Cybersecurity  Defense  Analysis)   2!?"2!B!Q!�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์   
(Cybersecurity  Defense  Infrastructure  Support)  �/"2!/��N/Nห�B�@+�์(?*คB�ค@)�@�R�N"/+์  
(Incident  Response)  #+>N)>!  �+/�2/"  O->�?��@+�N/�Pห/N  (Vulnerability  Assessment  and  
Management)  "+>ห@+�?��@+ค/@)N2?P*�  (Risk  Management) 

 `.` +>�?"  a  ห)@*�@�  $CO�?P)?ค/@)+CO  ค/@)2@)@+��/��@+#�>"?�>Q!�@+"+>ห@+
�?��@+/�ค์ค/@)+CO  (Knowledge  Management)  "+>ห@+�?��@++>""  (Systems  Administration)  
/>Nค+@>ห์ค/@)#-/�(?*�/�+>""  (Systems  Analysis  Security)  +/"+/)�O/)C-O->�@+#�>"?�>�@+  
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(Collect  and  Operate)  �?��ํ@O$!#�>"?�>�@+�O@!R�N"/+์  (Cyber  Operational  Planning)  
#�>"?�>�@+R�N"/+์  (Cyber  Operations)  />Nค+@>ห์�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์  
(Cybersecurity  Defense  Analysis)  �/"2!/��N/Nห�B�@+�์(?*คB�ค@)�@�R�N"/+์  (Incident  
Response)  #+>N)>!  �+/�2/"  O->�?��@+�N/�Pห/N  (Vulnerability  Assessment  and  Management)   
"+>ห@+�?��@+ค/@)N2?P*�  (Risk  Management)  &?�!@�/'�์O/+์  (Software  Development)   
//�O""2�@#ั�*�++)+>""  (System  Architecture)  &?�!@+>""  (System  Development)  
/>Nค+@>ห์O->N%้@+>/?�(?*คB�ค@)  (Threat  Analysis)  #+>N)>!+>�?"ค/@)+B!O+��/��N/�Pห/N  
(Exploitation  Analysis)  />Nค+@>ห์�O/)C-O/�-O/)�?P)?ค/@)N#็!R#R�OQ!�@+�C�P�)�?�N/+>""N#้@ห)@*  
(Targets)  2A"2/!�@��>�>�?-  (Cyber  Investigation)  &>2C�!์ห-?��@!�@��>�>�?-  (Digital  Forensics) 

�O/ a �O/�ํ@ห!��@�/>�@�@+�?P Q�O N#็!N���์/?�+>�?"%?)A/  ค/@)+CO  ค/@)2@)@+�   
O->�?0!ค�>Q!�@+�ํ@�@!�/�$CO#+>�/"/@�?&Q!2@�@/@�?&N�คP!P-*?�>�>�?-  2@�@!?�#�>"?�>�@+ 
+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  QหON#็!�?��N/R#!?Q 

 a._ )@�+�@!%?)A/O+��@!OหN��@�>  +>�?"  `  R�OO�N   
  a._._ ค/@)+CO  #+>�/"�O/*�/"N��ค/@)+CO  Q!N+AP/��?��N/R#!?Q 
   a._._._ �@+"+>ห@+�?��@+O->"ํ@+B�+?�1@  (Operate  and  Maintain) 
    (_) �@+"+>ห@+�?��@+�O/)C-  (Data  Administration) 
     (�) ค/@)+CON�?P*/�?"+>""#�>"?�>�@+  ห-?��@+//�O"" 

�@!�O/)C- 
     (�) �@+"+>�@+O""ค-@/!์  (Cloud  Services)  

O->�@+�>��?Q��/'�์O/+์�@!�O/)C- 
     (ค) �@+�?Q�คN@  (Configuration)  �ํ@ห!�2>� >O->

!P*"@*  �/�+>""�@!�O/)C- 
     (�) ค/@)+CON�?P*/�?"��ห)@*คBO)ค+/��O/)C-2N/!"Bคค-   
     (�) &+>+@�"?��?�>�@++?�1@ค/@))?P!ค�#-/�(?*

R�N"/+์  &.0.  `cd` 
     (�) ค/@)+CON�?P*/�?"ค/@))?P!ค�#-/�(?*�/��O/)C-   
     (�) �@+N�O@+ห?2�O/)C-�O/*/> ?�@+�N@� N 
     (�) �@+�>��?Q�Pค+�2+O@�&AQ!�@!�B�O�2@ @+�>  

(Public  Key  Infrastructure : PKI)  ห+A/Nค+AP/�)A/  ห+A/�/'�์O/+์Q!�@+N�O@+ห?2�O/)C- 
     (�) �@+�+/�2/"2�@!>�@+�ํ@�@!�/�+>"" 
     (�) �@+#+?"#+B�O�OR�  (Tuning)  #+>2>� >(@& 

�@+�ํ@�@!�/�+>"" 
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     (�) �@+2ํ@+/��O/)C-  O->�@+�COคA! 
    (`) �@+2!?"2!B!�@�N�ค!>คO->QหO"+>�@+-C�คO @  

(Customer  Service  &  Technical  Support) 
     (�) ค/@)+CON�?P*/�?"+>""#�>"?�>�@+  +>""Nค+A/�N@*   

O->+>""�@!�O/)C- 
     (�) �@+"+>�@+O""ค-@/!์  (Cloud  Services,  LDAP,   

Identity  Access  Management) 
     (ค) �@+�>��?Q�+>""O->/B#�+�์Nค+A/�N@* 
     (�) �@+"ํ@+B�+?�1@/B#�+�์Nค+A/�N@*O->ค/)&>/N�/+์   
     (�) �@+�COคA!ค/@)N2?*ห@*O->ค/@)�N/N!AP/��@� B+�>� 
     (�) �@+"+>�@+�?��@+�+?&*์2>!  �?�1>�@+O�O#ั�ห@ 
     (�) �@+�+/�2/"2�@!�@+�์�ํ@�@!�/�+>""  

O->/B#�+�์Nค+A/�N@* 
     (�) �@+Q�Oคํ@2?P�N&AP/�+/�2/"  ห+A/��2/"+>""  

ห+A//B#�+�์ 
    (a) �@+"+>�@+Nค+A/�N@*  (Network  Services) 
     (�) ค/@)+CON�?P*/�?"  OSI  Model,  DNS,  DCHP,   

IP  Address,  NAT,  DMZ  ACL   
     (�) ค/@)+CON�?P*/�?"  VLAN,  Port  Security,  ACL,  

Wi-Fi  Security 
     (ค) ค/ @) +CO N �?P * / �? "   Application  Protocol  

#+>N(��/�  Firewall 
     (�) ค/@)+CON�?P*/�?"  WAN,  Routing,  VPN,  IPSec 
     (�) ค/@)+CON�?P*/�?"  SNMP  Syslog  O->�@+Q�O�@! 
     (�) ค / @ ) +CO N �?P * / �? "   Application  Program  

(PRTG  Cacti) 
     (�) �@+/>Nค+@>ห์�N/�Pห/N  O->#้/��?!�N/�Pห/N 
     (�) �@+��2/"2(@&&+O/)Q�O�@! 
     (�) �@+/?#N��O->�@+�?��@+�@+N�O@�@� 
     (�) �@+�>��?Q�O->�@+�ํ@ห!�คN@Nค+A/�N@*   
     (�) �@+�+/�2/"2(@&O/�-O/)  O->�+/�2/"

�@+�ํ@ห!�คN@Nค+A/�N@* 
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     (�) �@+�+/�2/"�@+�ํ@�@!�/�/B#�+�์ 
     (�) �@+Q�ONค+AP/�)A/2ํ@ห+?"�@+/>!>��?* 
     (�) /@�O$!O->//�O""�@+"+>�@+Nค+A/�N@* 
     (�) �@+N-A/�O->�@+�?��AQ//B#�+�์ 
     (�) �@+/?#N�+�O->�@+"ํ@+B�+?�1@ 
    (b) �@+"+>ห@+�?��@++>""  (Systems  Administration) 
     (�) ค/@)+CON�?P*/�?"+>""#�>"?�>�@+  ห-?��@+//�O"" 

�@!�O/)C- 
     (�) ค/@)+CON�?P*/�?"  Cloud  Computing,  Backup,   

Recovery,  BCM,  BCP   
     (ค) ค/@)+CON�?P*/�?"0@+์�O/+์  �/'�์O/+์  Inventory,   

Server  Health  Checkup 
     (�) �@+"+>ห@+�?��@+Nค+AP/�ค/)&>/N�/+์O)N�N@*  

+>""Nค+A/�N@*ค/)&>/N�/+์   
     (�) ค/@)+CON�?P*/�?"  Identity  Access  Management,   

Access  Control  List,  LDAP,  MS  Active  Directory 
     (�) ค/@)+CON�?P*/�?"  Security  Baseline  Server  

hardening  VA  ISO/IEC27001  PDPA  NIST 
     (�) ค/@)+CO N�?P */�?"   Event  Log  Command  

Line  OS  O->คCN)A/0@+์�O/+์ 
   a._._.` �@++/"+/)�O/)C-O->�@+#�>"?�>�@+  (Collect  and  

Operate) 
    (_) �@++/"+/)�O/)C-O->#�>"?�>�@+  (Collection  

and  Operations)  
     (�) ค/@)+CO Q!�@+Q�O Nค+AP /�)A/   N�N!   Nmap,  

Nessus,  Wireshark,  Tcpdump 
     (�) ค/@)+CON�?P*/�?"  Log  Management,  SIEM  

(Security  Information  and  Event  Management),  SOAR  (Security  Orchestration  Automation   
and  Response) 

     (ค) ค/@)+CON�?P*/�?"  EDR  (Endpoint  Detection   
and  Response) 
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     (�) �@+"+>�@+O""ค-@/!์  (Cloud  Service),  
Network  Attached  Storage  (NAS) 

     (�) Storage  Area  Network  (SAN) 
    (`) �@+#�>"?�>�@+R�N"/+์  (Cyber  Operations) 
     (�) ค/@)+COQ!�@+Q�ONค+AP/�)A/  N�N!  Nmap,  Nessus,   

Burp  Suite  Metasploit 
     (�) ค/@)+CON�?P*/�?"  Application  Protocol 
     (ค) ค/@)+CON�?P*/�?"  IP  Address,  NAT,  DMZ,   

ACL,  IPS,  IDS  Backup 
     (�) ค/@)+CON�?P*/�?"  Threat  Intelligence   
     (�) ค / @ ) +CO N �?P * / �? "   Disaster  Recovery  

forensics  Threat  Intelligence  Backup 
   a._._.a �@+#้/��?!+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  (Protect  

and  Cybersecurity  Defend) 
    (_) �@+/>Nค+@>ห์�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์   

(Cybersecurity  Defense  Analysis) 
     (�) !P*"@*  �O/�ํ@ห!��N@� N  ห+A/)@�+�@!  

O->��ห)@*�?PN�?P*/�O/�   
     (�) ค/@)+CON�?P*/�?"  Protocol  Network  security  

Database  encryption  algorithm  O->/> ?�@+#้/��?!   
     (ค) �@+N�AP/)�N/Nค+A/�N@*  Access  Management  

(E.G.,  Public  Key  Infrastructure,  Oauth,  OpenID,  SAML,  SPML) 
     (�) ค/@)+CON�?P*/�?"  Cryptography  Cryptographic   

Key  Management   
     (�) �+>"/!�@+"+>ห@+�?��@+ค/@)N2?P*�   
     (�) �N/�Pห/N�/�+>""  �@+��2/"�N/�Pห/N+>"" 
     (�) ค/@)+CON�?P*/�?"R/+?2  )?-O/+์  �?P2N�$-�+>�"

�N//�ค์�+ 
     (�) �@+�ํ@�?��@+O&+N�+>�@*�/�)?-O/+์  �@+�ํ@�?� 

/-"  )?-O/+์//��@�+>"" 
    (`) �@+2!?"2!B!�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์   

(Cybersecurity  Defense  Infrastructure  Support) 
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     (�) ค/@)+CON�?P*/�?"  OSI  model  TCP/IP  Nค+A/�N@*   
Protocol  Network  security  Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   

     (�) ค/@)+CON�?P*/�?"  Backup  O->  Restore  +>"" 
     (ค) �@++?")A/O->�/"2!/�(?*คB�ค@) 
     (�) �@+/>Nค+@>ห์  Packet-Level   
     (�) �@+#้/��?!(?*คB�ค@)  2ํ@ห+?"�@+Q�O�@!  VPN   
     (�) +>""Nค+A/�N@*&AQ!�@!O->N�ค!>ค�@+#>� 

�N/�Pห/N�/�+>""#�>"?�>�@+ 
     (�) ค/@)+CON�?P*/�?"  Network  Protocol  (TCP/IP  

Dynamic  Host  Configuration  Domain  Name  System  (DNS)  and  Directory  Services) 
     (�) �@+/>Nค+@>ห์�@++?"�2N��O/)C-"!Nค+A/�N@*   
    (a) �@+�/"2!/��N/Nห�B�@+�์(?*คB�ค@)�@�R�N"/+์  

(Cyber  Threat  Incident  Response) 
     (�) ค/@)+CON�?P*/�?"  OSI  Model  TCP/IP  Nค+A/�N@*   

Protocol  Network  Security  Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   
     (�) ค/@)+CON�?P*/�?"  Backup  O->  Restore  +>"" 
     (ค) �@++?")A/O->�/"2!/�(?*คB�ค@) 
     (�) �@+/>Nค+@>ห์  Packet�Level   
     (�) �@+#้/��?!(?*คB�ค@)  2ํ@ห+?"�@+Q�O�@!  VPN   
     (�) +>""Nค+A/�N@*&AQ!�@!O->N�ค!>ค�@+#>� 

�N/�Pห/N�/�+>""#�>"?�>�@+ 
     (�) ค/@)+CON�?P*/�?"  Network  Protocol  (TCP/IP  

Dynamic  Host  Configuration  Domain  Name  System  (DNS)  and  directory  services) 
     (�) �@+/>Nค+@>ห์�@++?" - 2N��O/)C-"!Nค+A/�N@*  

(Tools,  Tethodologies,  Processes) 
     (�) �@+N�?*!+@*�@!N&AP// >"@*Nห�B�@+�์�?PN�>��@Q! 
     (�) ค/@)+CON�?P*/�?"$-�+>�"�@�(?*คB�ค@) 
     (�) �@+/N@!O->/>Nค+@>ห์�O/)C-�@�  Log 
    (b) �@+#+>N)>!  �+/�2/"  O->�?��@+�N/�Pห/N  

(Vulnerability  Assessment  and  Management) 
     (�) ค/@)+CON�?P*/�?"Nค+A/�N@*  Protocol  Network  

security  Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   
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เลม   ๑๔๒ ตอนพิเศษ   ๑๘๑    ง ราชกิจจานุเบกษา ๓๐   เมษายน   ๒๕๖๘



     (�) �@+N�AP/)�N/Nค+A/�N@*  Access  Management  
(E.G.,  Public  Key  Infrastructure  Oauth  Open  ID  SAML  SPML) 

     (ค) ค / @ ) +CO N �?P * / �? "   Cryptography  O - >  
Cryptographic  Key  Management   

     (�) �@+��2/"�N/�Pห/N+>""   
     (�) �N/�Pห/N�/�+>""   
     (�) ค/@)+CON�?P*/�?"  TTP 
     (�) !P*"@*  �O/�ํ@ห!��N@� N  ห+A/)@�+�@!  

O->��ห)@*�?PN�?P*/�O/�   
     (�) +>""ค/@)#-/�(?*  /> ?�@+O->N�ค!>ค�?PQ�O�@! 
     (�) �@+�ํ@�?��@+O&+N�+>�@*�/�)?-O/+์  �@+�ํ@�?� 

/-"  )?-O/+์//��@�+>"" 
     (�) (@1@ค/)&>/N�/+์�?PN�?P*/�O/� 
     (�) �N/�Pห/N�@�  Application  (OWASP  Top10) 
   a._._.b �@+//�O""O->&?�!@+>""QหO)?P !ค�#-/�(? *  

(Designing  and  Building  Secure  Information  Technology  Systems) 
    - �@+"+>ห@+�?��@+ค/@)N2?P*�  (Risk  Management) 
     (�) �@+ �ํ@ห!��+/"�@+"+>ห@+ค/@)N2?P * �   

(Risk  Management  Framework) 
     (�) ��ห)@*�?PN�?P*/�O/��?"�@++?�1@ค/@))?P!ค�

#-/�(?* 
     (ค) 2�@#ั�*�++)ค/@))?P!ค�#-/�(?*Nค+A/�N@*

O->+>""   
     (�) Nค+AP/�)A/�@+#+>N)>!�N/�Pห/N  O->�?�ค/@)2@)@+� 

�/�Nค+AP/�)A/ 
     (�) N�คP!P-*?2@+2!N�0O->N�คP!P-*?ค/@))?P!ค�

#-/�(?* 
     (�) �@+/>Nค+@>ห์ค/@)N2?P*�2@+2!N�0   
     (�) /> ?�@++/"+/)�O/)C-�O@!ค/@))?P!ค�#-/�(?* 
     (�) Nค+AP/�)A/N%้@+>/?�O->�+/��?"�O@!ค/@))?P!ค�

#-/�(?* 
     (�) �+>"/!�@+O->O!/#�>"?�>Q!�@+"+>ห@+ค/@)N2?P*� 
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     (�) Nค+AP/�)A/N%้@+>/?�O->�+/��?"�O@!ค/@))?P!ค�
#-/�(?* 

  a._.` ค/@)2@)@+�  #+>�/"�O/*�/"N��ค/@)2@)@+�Q!�@+#�>"?�>�@!
Q!N+AP/��?��N/R#!?Q 

   a._.`._ "+>ห@+�?��@+O->"ํ@+B�+?�1@  (Operate  and  Maintain) 
    (_) "+>ห@+�?��@+�O/)C-  (Data  Administration) 
     (�) //�O""O->�>��?Q�+>""�@!�O/)C- 
     (�) N�O@+ห?2�@!�O/)C- 
     (ค) �+/�2/"O->"ํ@+B�+?�1@�@!�O/)C- 
     (�) 2ํ@+/�O->�COคA!�@!�O/)C-   
    (`) 2!? "2!B !�@� N�ค!> ค   O-> QหO " +> � @ +-C �คO @  

(Customer  Service  &  Technical  Support) 
     (�) �?��@+"?��?$COQ�OO->2>� >�@+N�O@�@�+>""O->

/B#�+�์ 
     (�) O�O#ั�ห@0@+์�O/+์  O->�/'�์O/+์ 
     (ค) �+/�2/"  O->��2/"#+>2>� >(@&�/�+>"" 
    (a) "+>�@+Nค+A/�N@*  (Network  Services) 
     (�) �ํ@ห!�คN@O->#+?"N&>P)#+>2>� >(@&/B#�+�์

Nค+A/�N@*  Hubs  Router  Switch  O->  Access  Point 
     (�) �> ��?Q �   Firewall  O->�@+�?Q � คN @ค/!'> �  

�ํ@ห!�  Policy 
     (ค) +?�1@ค/@)#-/�(?*Nค+A/�N@*2N/!�?/N2)A/!  

(VPN) 
     (�) �+/�2/"#+>)@��@+Q�O�@!O->#+>2>� >(@&

�/�+>""Nค+A/�N@* 
     (�) O�OR��N/�Pห/N�/�+>""Nค+A/�N@* 
     (�) />!>��?*#ั�ห@�@+N�AP/)�N/+>""Nค+A/�N@* 
     (�) �>��?Q�O->"ํ@+B�+?�1@�/'�์O/+์+>""#�>"?�>�@+

/B#�+�์Pค+�2+O@�&AQ!�@!Nค+A/�N@* 
    (b) "+>ห@+�?��@++>""  (Systems  Administration) 
     (�) �?��@+�+?&*@�+N�>+์'N//+์ 
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     (�) �+/�2/"O->"ํ@+B�+?�1@  Nค+AP/�O)N�N@*O->
+>"" 

     (ค) �?��@+"?��?$COQ�O  "+>ห@+2>� >�@+N�O@�@�+>""
O->/B#�+�์ 

     (�) "ํ@+B�+?�1@  �@+�?Q�คN@ค/@)#-/�(?*�/�Nค+AP/�
O)N�N@*ห+A/+>"" 

     (�) O�O#ั�ห@Nค+AP/�O)N�N@*O->+>"" 
   a._.`.` +/"+/)�O/)C-O->�@+#�>"?�>�@+  (Collect  and  Operate) 
    (_) +/"+/)�O/)C-O->#�>"?�>�@+#-/�(?*  (Collection  

and  Operations) 
     (�) +/"+/)�O/)C-�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (�) />Nค+@>ห์�O/)C-�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (ค) N�O"+?�1@�O/)C-�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
    (`) #�>"?�>�@+R�N"/+์  (Cyber  Operations) 
     (�) +>"BO->�ํ@ค/@)N�O@Q�2>!�+?&*์Pค+�2+O@�

&AQ!�@!2ํ@ค?� 
     (�) #�#้/�2>!�+?&*์Pค+�2+O@�&AQ!�@!2ํ@ค?��@� 

(?*คB�ค@)�@�R�N"/+์ 
     (ค) �+/��?"�@+P�)�?�@�R�N"/+์ 
     (�) �/"2!/��N/�@+P�)�?�@�R�N"/+์ 
     (�) 'ื้!'C+>""�@��@+P�)�?�@�R�N"/+์ 
   a._.`.a #้/��?!+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  (Protect  

and  Cybersecurity  Defend) 
    (_) />Nค+@>ห์�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์  

(Cybersecurity  Defense  Analysis) 
     (�) �+/�2/"  />Nค+@>ห์ค/@)$>�#��>�?P N�>��@Q!

(@*Q!Nค+A/�N@*  O->O�O�N�A/!(?*คB�ค@)�?P�+/�&" 
     (�) />Nค+@>ห์O->+@*�@!O!/P!O))@�+�@++?�1@

ค/@)#-/�(?*�/�/�ค์�+ 
     (ค) #+>2@!�@!N&AP/�+/�2/"�@+O�O�N�A/!Nค+A/�N@* 
     (�) O�O��O/)C-�?"ห!N/*�@!�?P�CO-+>"" 
     (�) �?��ํ@+@*�@!2+B#+@*/?! 
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    (`) 2!?"2!B!�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์  
(Cybersecurity  Defense  Infrastructure  Support) 

     (�) �>��?Q�  �ํ@ห!�คN@  O->��2/"+>""N&AP/#>� 
�N/�Pห/N  +/)�@�#้/��?!(?*คB�ค@)�@�R�N"/+์   

     (�) "+>ห@+�?��@+  �?�N�+?*)�@+��2/"  ��2/"  
#+>N)>!ค/@)N2?P*�  ค/"คB)�@+N�O@�@�  O->�@+�ํ@ห!�คN@�/�O&-�'/+์)�N@� N   

    (a) �/"2!/��N/Nห�B�@+�์(?*คB�ค@)�@�R�N"/+์   
(Cyber  Threat  Incident  Response) 

     (�) +/"+/)�@+"B�  O->Q�O�O/)C-N&AP/�/"2!/�
Nห�B�@+�์  O->#้/��?!(?*�@�R�N"/+์   

     (�) />Nค+@>ห์  N�AP/)P*��O/)C-�@+#+>N)>!(?*คB�ค@) 
     (ค) �+/�2/"Oห-N��O/)C-(@*!/��?P N�?P*/�O/�   

N&AP/�/"2!/�(?*คB�ค@)O->#้/��?!(?*�@�R�N"/+์  O->/>Nค+@>ห์Nห�B�@+�์ 
     (�) �ํ@N!>!�@+�?��@+Nห�B�@+�์�@+#้/��?!�@�R�N"/+์ 

O""N+?*-R�)์   
    (b) #+>N)>!  �+/�2/"  O->�?��@+�N/�Pห/N  (Vulnerability   

Assessment  and  Management) 
     (�) #+>N)>!ค/@)N2?P*�  �+/�2/"�N/�Pห/N�/�

+>""  O->#+>N)>!ค/@)N2?P*�"Bค-@�+  +/)�@�#�>"?�>�@!Q!2N/!�?PN�?P*/�O/� 
     (�) QหOคํ@O!>!ํ@  N�?P*/�?"�@+ค/"คB)ค/@)#-/�(?* 

�/��O/)C-  O->+>""   
   a._.`.b //�O""O->&?�!@+>""QหO)?P!ค�#-/�(?*  (designing  

and  building  secure  information  technology  systems) 
    - "+>ห@+�?��@+ค/@)N2?P*�  (Risk  Management) 
     (�) �ํ@�?"O->�>��@)O$!�@+"+>ห@+�?��@+ค/@)N2?P*� 
     (�) +@*�@!$-�@+"+>ห@+�?��@+ค/@)N2?P*� 
  a._.a �?0!ค�>  #+>�/"�O/*ค/@)->N/?*�+/"ค/"  �N@�2?�N��  )?2)@ > 

Q!�@+�ํ@�@!  Q�O�?�1>�@+/N@!  �@+ค>�/*N@�)?/>�@+��@�  �ํ@�@!+N/)�?"$CO/AP!/*N@�)?#+>2>� >(@&  
O2/�ห@ค/@)+CO/*N@�2)Pํ@N2)/  +?"'ั�ค/@)NหO!$CO/AP!  �AP/2?�*์  N#็!�-@�  O->�+>ห!?�+CO�O@!�+>* ++) 
ค/@))?P!ค�#-/�(?*R�N"/+์ 

 a.` )@�+�@!%?)A/O+��@!OหN��@�>  +>�?"  a  R�OO�N   
  a.`._ ค/@)+CO  #+>�/"�O/*�/"N��ค/@)+CO  Q!N+AP/��?��N/R#!?Q 
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   a.`._._ �@+"+>ห@+�?��@+O->"ํ@+B�+?�1@  (Operate  and  Maintain) 
    (_) "+>ห@+�?��@+/�ค์ค/@)+CO  (Knowledge  Management) 
     (�) ค/@)+CO+>"""+>ห@+�?��@+/�ค์ค/@)+CO 
     (�) ค/@)+CO+>""Nค+A/�N@*  ห-?��@+ค/@)#-/�(?*

R�N"/+์ 
     (ค) ค/@)#-/�(?*�/��O/)C- 
     (�) �@+"+>ห@+�?��@+2>� >�@+N�O@�@� 
     (�) �@+2ํ@+/��O/)C-O->�COคA!+>"" 
    (`) �@+"+>ห@+�?��@++>""  (Systems  Administration) 
     (�) ค/@)+CO+>""#�>"?�>�@+  ห-?��@+//�O""

�@!�O/)C- 
     (�) ค/@)+CON�?P*/�?"  Cloud  Computing,  Backup,   

Recovery,  BCM,  BCP   
     (ค) ค/@)+CON�?P*/�?"0@+์�O/+์  �/'�์O/+์  Inventory,   

Server  Health  Checkup 
     (�) �@+"+>ห@+�?��@+Nค+AP/�ค/)&>/N�/+์O)N�N@*   

+>""Nค+A/�N@*ค/)&>/N�/+์   
     (�) ค/@)+CON�?P*/�?"  Identity  Access  Management,   

Access  Control  List,  LDAP,  MS  Active  Directory 
     (�) ค/@)+CON�?P*/�?"  Security  Baseline  Server  

hardening  VA  ISO,  IEC27001  PDPA  NIST 
     (�) ค/@)+CO N�?P */�?"   Event  Log  Command  

Line  OS  O->คCN)A/0@+์�O/+์ 
    (a) �@+/>Nค+@>ห์ค/@)#-/�(?*�/�+>""  (System  

Security  Analysis) 
     (�) ค/@)+CON�?P*/�?"O!/ค>�O->P&+P�ค/-Nค+A/�N@*

ค/)&>/N�/+์  O->/> ?�@++?�1@ค/@)#-/�(?*Nค+A/�N@*   
     (�) ค/@)+CON�?P*/�?"�+>"/!�@+"+>ห@+ค/@)N2?P*�   
     (ค) ค/@)+CON�?P*/�?"(?*คB�ค@)O->�N/�Pห/N�@�R�N"/+์   
     (�) ค/@)+CON�?P*/�?"Nค+AP/�)A/  /> ?�@+  O->N�ค!>ค

�@+//�O""+>""+?�1@ค/@)#-/�(?* 
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     (�) ค/@)+CON�?P*/�?"/> ?�@+Q�ONค+AP/�)A//>Nค+@>ห์
Nค+A/�N@*N&AP/+>"B�N/�Pห/N 

     (�) ค/@)+CON�?P*/�?"O!/ค>�O->P&+P�ค/-Nค+A/�N@*
ค/)&>/N�/+์  O->/> ?�@++?�1@ค/@)#-/�(?*Nค+A/�N@*   

   a.`._.` �@++/"+/)�O/)C-O->�@+#�>"?�>�@+  (Collect  and  
Operate) 

    (_) �@++/"+/)�O/)C-O->#�>"?�>�@+  (Collection  
and  Operations)  

     (�) ค/@)+CO Q!�@+Q�O Nค+AP /�)A/   N�N!   Nmap,  
Nessus,  Wireshark,  Tcpdump 

     (�) ค/@)+CON�?P*/�?"  Log  Management,  SIEM  
( Security  Information  and  Event  Management) ,  SOAR  ( Security  Orchestration  
Automation  and  Response) 

     (ค) ค/@)+CON�?P*/�?"  EDR  (Endpoint  Detection  
and  Response) 

     (�) �@+"+>�@+O""ค-@/!์  (Cloud  Service),  
Network  Attached  Storage  (NAS) 

     (�) Storage  Area  Network  (SAN) 
    (`) �?��ํ@O$!#�>"?�>�@+�O@!R�N"/+์  (Cyber  Operational  

Planning) 
     (�) ค/@)+COQ!�@+Q�ONค+AP/�)A/  Nmap,  Nessus,  

Burp  Suite,  Metasploit,  Threat  Intelligence 
     (�) ค/@)+CON�?P*/�?"  NIST  Cybersecurity  Framework 
     (ค) ค/@)+CON�?P*/�?"  ISO,  IEC  27001 
     (�) ค/@)+CON�?P*/�?"  OWASP  Risk  Assessment  

Methodology 
     (�) ค/@)+CON�?P*/�?"  Kali  Linux,  Nessus,  Metasploit 
     (�) ค/@)+CO N�?P*/�?"  SIEM  (Security  Information  

and  Event  Management) 
    (a) �@+#�>"?�>�@+R�N"/+์  (Cyber  Operations) 
     (�) ค/@)+COQ!�@+Q�ONค+AP/�)A/  N�N!  Nmap,  Nessus,   

Burp  Suite  Metasploit 
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     (�) ค/@)+CON�?P*/�?"  Application  Protocol 
     (ค) ค/@)+CON�?P*/�?"  IP  Address,  NAT,  DMZ,  

ACL,  IPS,  IDS  Backup 
     (�) ค/@)+CON�?P*/�?"  Threat  Intelligence   
     (�) ค/@)+CON�?P*/�?"  Disaster  Recovery  Forensics   

Threat  Intelligence  Backup 
   a.`._.a �@+#้/��?!+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  (Protect  

and  Cybersecurity  Defend) 
    (_) �@+/>Nค+@>ห์�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์   

(Cybersecurity  Defense  Analysis) 
     (�) !P*"@*  �O/�ํ@ห!��N@� N  ห+A/)@�+�@!  

O->��ห)@*�?PN�?P*/�O/�   
     (�) ค/@)+CON�?P*/�?"  Protocol  Network  Security  

Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   
     (ค) �@+N�AP/)�N/Nค+A/�N@*  Access  Management  

(E.G.,  Public  Key  Infrastructure,  Oauth,  OpenID,  SAML,  SPML) 
     (�) ค/@)+CO N�?P*/�?"  Cryptography  Cryptographic   

Key  Management   
     (�) �+>"/!�@+"+>ห@+�?��@+ค/@)N2?P*�   
     (�) �N/�Pห/N�/�+>""  �@+��2/"�N/�Pห/N+>"" 
     (�) �@+//�O""Nค+A/�N@*N&AP/QหO#-/�(?* 
     (�) ค/@)+CON�?P*/�?"R/+?2  )?-O/+์  �?P2N�$-�+>�"

�N//�ค์�+ 
     (�) �@+�ํ@�?��@+O&+N�+>�@*�/�)?-O/+์  �@+�ํ@�?�/ 

-"  )?-O/+์//��@�+>"" 
    (`) �@+�/"2!/��N/Nห�B�@+�์(?*คB�ค@)�@�R�N"/+์  

(Cyber  Threat  Incident  Response) 
     (�) ค/@)+CO N �?P * / �? "   OSI  Model  TCP,  IP  

Nค+A/�N@*  Protocol  Network  Security  Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   
     (�) ค/@)+CON�?P*/�?"  Backup  O->  Restore  +>"" 
     (ค) �@++?")A/O->�/"2!/�(?*คB�ค@) 
     (�) �@+/>Nค+@>ห์  Packet�Level   
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     (�) �@+#้/��?!(?*คB�ค@)  2ํ@ห+?"�@+Q�O�@!  VPN   
     (�) +>""Nค+A/�N@*&AQ!�@!O->N�ค!>ค�@+#>��N/�

Pห/N�/�+>""#�>"?�>�@+ 
     (�) ค/@)+CON�?P*/�?"  Network  Protocol  (TCP,  

IP  Dynamic  Host  Configuration  Domain  Name  System  (DNS)  and  directory  services) 
     (�) �@+/>Nค+@>ห์�@++?" - 2N��O/)C-"!Nค+A/�N@*  

(Tools,  Tethodologies,  Processes) 
     (�) �@+N�?*!+@*�@!N&AP// >"@*Nห�B�@+�์�?PN�>��@Q! 
     (�) ค/@)+CON�?P*/�?"$-�+>�"�@�(?*คB�ค@) 
     (�) �@+/N@!O->/>Nค+@>ห์�O/)C-�@�  Log   
    (a) �@+#+>N)>!   �+/�2/"O->�?��@+�N/�Pห/N   

(Vulnerability  Assessment  and  Management) 
     (�) ค/@)+CON�?P*/�?"Nค+A/�N@*  Protocol  Network  

Security  Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   
     (�) �@+N�AP/)�N/Nค+A/�N@*  Access  Management  

(E.G.,  Public  Key  Infrastructure  Oauth  OpenID  SAML  SPML) 
     (ค) ค / @ ) +CO N �?P * / �? "   Cryptography  O - >  

Cryptographic  Key  Management   
     (�) �@+��2/"�N/�Pห/N+>""   
     (�) �N/�Pห/N�/�+>""   
     (�) ค/@)+CON�?P*/�?"  TTP 
     (�) !P*"@*  �O/�ํ@ห!��N@� N  ห+A/)@�+�@!  

O->��ห)@*�?PN�?P*/�O/�   
     (�) +>""ค/@)#-/�(?*  /> ?�@+O->N�ค!>ค�?PQ�O�@! 
     (�) �@+�ํ@�?��@+O&+N�+>�@*�/�)?-O/+์  �@+�ํ@�?� 

-"  )?-O/+์//��@�+>"" 
     (�) (@1@ค/)&>/N�/+์�?PN�?P*/�O/� 
     (�) �N/�Pห/N�@�  Application  (OWASP  Top10) 
   a.`._.b �@+//�O""O->&?�!@+>""QหO)?P !ค�#-/�(? *  

(Designing  and  Building  Secure  Information  Technology  Systems) 
    (_) �@+"+>ห@+�?��@+ค/@)N2?P*�  (Risk  Management) 
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     (�) ค/@)+CON�?P*/�?"�+>"/!�@+O->O!/#�>"?�>Q!
�@+"+>ห@+�?��@+ค/@)N2?P*� 

     (�) 2�@#ั�*�++)ค/@))?P!ค�#-/�(?*Nค+A/�N@*
O->+>"" 

     (ค) /> ?�@+O->N�ค!>คQ!�@++>"Bค/@)N2?P*� 
     (�) �@+#+>N)>!O->/>Nค+@>ห์ค/@)N2?P*��?PN�>��@Q!   
     (�) Nค+AP/�)A/N%้@+>/?�O->�+/��?"�O@!ค/@))?P!ค�

#-/�(?* 
     (�) �@+2AP/2@+O->�@+�?��ํ@+@*�@!�@+"+>ห@+

�?��@+ค/@)N2?P*� 
     (�) �@+/>Nค+@>ห์�@+�ํ@�@!�?P�C��O/��/�+>""

+?�1@ค/@))?P!ค�#-/�(?*2@+2!N�0  �?�ค/@)2@)@+�  O->$-�+>�"�N/�@+�ํ@�@!�/�+>"" 
     (�) �@+�?��ํ@O->#+>N)>!+>""N�คP!P-*?2@+2!N�0 
    (`) �@+&?�!@�/'�์O/+์  (Software  Development) 
     (�) ค/@)+CON�?P*/�?"2�@#ั�*�++)�O@!ค/@))?P!ค�

#-/�(?*Nค+A/�N@*ค/)&>/N�/+์  �O/)C-  O->+>""2@+2!N�02ํ@ห+?"/�ค์�+ 
     (�) ค/@)+CO N�?P*/�?"�N/�Pห/NO->(?*คB�ค@)�O@!

ค/@))?P!ค�#-/�(?*+>""O->O/#&->Nค�?P! 
     (ค) ค/@)+CON�?P*/�?"/��+�@+&?�!@�/'�์O/+์ 
     (�) �@+//�O""�/'�์O/+์  
     (�) �@+N�?*!P#+O�+)QหO)?ค/@))?P!ค�#-/�(?* 
     (�) �@+�>��?Q�O->��2/"�/'�์O/+์QหO)?ค/@))?P!ค�

#-/�(?* 
    (a) //�O""2�@#ั�*�++)+>""  (System  Architecture) 
     (�) ค/@)+CON�?P*/�?"/��+�@+&?�!@+>""   
     (�) ค/@)+CON�?P*/�?"2�@#ั�*�++)ค/@)#-/�(?*   
     (ค) �@+�+/�2/"+>""O->2�@#ั�*�++)QหO

2/�ค-O/��?"O!/�@�2�@#ั�*�++)ค/@))?P!ค�#-/�(?*�/�/�ค์�+ 
     (�) �@+#+>N)>!2�@#ั�*�++)O->�@+//�O""

ค/@))?P!ค�#-/�(?*N&AP/ค/@)Nห)@>2)�?"/�ค์�+ 
    (b) �@+&?�!@+>""  (System  Development) 
     (�) ค/@)+CON�?P*/�?"/��+�@+&?�!@+>"" 

หนา  ๕๐
เลม   ๑๔๒ ตอนพิเศษ   ๑๘๑    ง ราชกิจจานุเบกษา ๓๐   เมษายน   ๒๕๖๘



     (�) ค/@)+CON�?P*/�?"/��+�@+&?�!@�/'�์O/+์ 
     (ค) �@+//�O""O->&?�!@+>"" 
     (�) �@+�ํ@�?"�CO-ค/@))?P!ค�#-/�(?*�O/)C-  

+>""Nค+A/�N@* 
     (�) �@+2ํ@+/��O/)C-O->+>""P#+O�+) 
     (�) �@+&?�!@O$!O->O!/�@�#�>"?�>�@+�COคA!�O/)C- 

O->+>""P#+O�+)N&AP/ค/@)�N/N!AP/�Q!�@+#�>"?�>�@! 
     (�) ค/@)+CON�?P*/�?"�@+"ํ@+B�+?�1@  O->�@+�?��@+

+>""N&AP/ค/@))?P!ค�#-/�(?* 
   a.`._.c �@+/>Nค+@>ห์O->O�O�N�A/!(?*คB�ค@)�@�R�N"/+์  (Analyze) 
    (_) �@+/>Nค+@>ห์O->N%้@+>/?�(?*คB�ค@)  (Threat  Analysis) 
     (�) �@+#+>N)>!ค/@)N2?P*� 
     (�) ค/@)+CO�O@!��ห)@*�?PN�?P*/�O/� 
     (ค) /> ?�@+O->N�ค!>ค�/�(?*คB�ค@)   
     (�) �@+P�)�?+>"" 
     (�) +>""Nค+A/�N@*ค/)&>/N�/+์   
     (�) +>""�@++?�1@ค/@)#-/�(?*R�N"/+์   
     (�) �O/)C-2N/!"Bคค- 
     (�) �@+/>Nค+@>ห์  Network  Traffic 
     (�) #+>N(��/�(?*คB�ค@)O->�N/�Pห/N 
     (�) �@+P�)�?�@�R�N"/+์ 
     (�) $->�(?��์#+>N(��N@� N  N&AP/QหO+CO�@��@+P�)�?

O->�N/�Pห/N�?P/@�)?$-�+>�" 
    (`) �@+#+> N)>!+>�?"ค/@)+B!O+��/��N /� Pห/N    

(Exploitation  Analysis) 
     (�) ห-?��@+P&+P�ค/-�/�+>""Nค+A/�N@*ค/)&>/N�/+์   

O->ค/@)+CO�O@!  network  security 
     (�) �N/�Pห/NO->N�ค!>ค�/��@+P�)�?�N/�Pห/N 
     (ค) $->�(?��์*?PหO/�N@� N 
     (�) /> ?�@+O->N�ค!>ค�/�(?*คB�ค@)#+>N(��N@� N   
     (�) (?*คB�ค@)�O@!R�N"/+์O->�N/�Pห/N�N@� N 
     (�) �@++>"B�N/�Pห/NO->N�ค!>ค�/��@+P�)�?�N/�Pห/N 
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     (�) �@+Q�O  Tools  O->  Script  Q!�@+��2/" 
     (�) �@+#+>N)>!O->/>Nค+@>ห์�O/)C-#+>)@�)@� 
     (�) /B#�+�์&AQ!�@!�@�Nค+A/�N@*O->�@+�?Q�คN@ 
     (�) ห-?��@+�/�+>""#�>"?�>�@+   
     (�) #+>N(�  ห!O@�?P  O->�@+�?��@+�O/)C-�/�N/O"R��์ 
     (�) ค/@)+CON�?P*/�?"  OSI  Model  TCP,  IP  Protocol   

Network  security  Database  Encryption  Algorithm  O->/> ?�@+#้/��?!   
     (�) ค/@)+CON�?P*/�?"  Risk  Management  Process   
     (�) �@+��2/"�N/�Pห/N+>""   
     (�) ค/@)+CON�?P*/�?"  Backup  O->  Restore  +>"" 
     (�) !P*"@*  �O/�ํ@ห!��N@� N  ห+A/)@�+�@!  

O->��ห)@*�?PN�?P*/�O/�   
     (�) �@+/>Nค+@>ห์  Packet-Level 
     (�) �@+#้/��?!(?*คB�ค@)2ํ@ห+?"�@+Q�O�@!  VPN   
     (�) +>""Nค+A/�N@*&AQ!�@!  O->N�ค!>ค�@+#>��N/�Pห/N 

�/�+>""#�>"?�>�@+ 
     (�) ค/@)+CON�?P*/�?"  Network  Protocol  (TCP,  IP,   

Dynamic  Host  Configuration,  Domain  Name  System  (DNS),  and  Directory  Services) 
     ( ) �@+/>Nค+@>ห์�@++?"-2N��O/)C-"!Nค+A/�N@*   
     (!) �+>"/!�@+"+>ห@+�?��@+ค/@)N2?P*�O-> 

�@+#+>N)>!ค/@)N2?P*� 
     (") /> ?�@+คO!ห@  />Nค+@>ห์ 
     (#) �?Q!�/!�/��@+  Attack   
     ($) #+>N(��/�(?*คB�ค@)O->�N/�Pห/N 
     (%) �O/)C-�N/�Pห/NO->O!/�@�Q!�@+#้/��?! 
    (a) �@+/>Nค+@>ห์�O/)C-O/�-O/)�?P)?ค/@)N#็!R#R�OQ!�@+

�C�P�)�?�N/+>""N#้@ห)@*  (Targets) 
     (�) ห-?��@+  P&+P�ค/-�/�+>""Nค+A/�N@*

ค/)&>/N�/+์O->ค/@)+CO�O@!  network  security 
     (�) �@++>"B�N/�Pห/NO->/ >"@*N�ค!>ค�/��@+P�)�? 

�N/�Pห/NR�O 
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     (ค) ค/@)+CO N�?P*/�?"$->�(?��์*?PหO/�N@� N  /N@)? 
�N/�Pห/N/>R+"O@� 

     (�) /> ?�@+O->N�ค!>ค�/�(?*คB�ค@)#+>N(��N@� N   
   a.`._.d �@+2A"2/!ห@ห-?��@!  (Investigate) 
    (_) �@+2A"2/!�@�R�N"/+์  (Cyber  Investigation) 
     (�) ค/@)+CON"AQ/��O!N�?P*/�?"ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (�) �@+/>Nค+@>ห์&,�>�++)/@��@�++)R�N"/+์ 
     (ค) �@+/>Nค+@>ห์�N/�Pห/NO->�B�/N/!�/�+>"" 
     (�) �@+ห@2@Nห�B�@�/@��@�++)R�N"/+์�?PN�>��@Q! 

�?"+>""O->/�ค์�+ 
     (�) �@+N�O@�@��+?&*@�+�/�+>"" 
     (�) -?�1�>O->+C#O""�/�/@��@�++)R�N"/+์ 
     (�) �@+2A"2/!/@��@�++)R�N"/+์ 
     (�) �@+�>��@)+N/�+/*/@��@�++)R�N"/+์ 
    (`) �@+�+/�&>2C�!์�@��>�>�?-  (Digital  Forensics) 
     (�) �@++>"B&*@!ห-?��@!�@��>�>�?- 
     (�) �@+�?�N�O"&*@!ห-?��@!�@��>�>�?- 
     (ค) �@+N�O"+?�1@&*@!ห-?��@!�@��>�>�?- 
     (�) �@+/>Nค+@>ห์&*@!ห-?��@!�@��>�>�?- 
     (�) �@+�+/�&>2C�!์&*@!ห-?��@!�@��>�>�?- 
     (�) N�ค!>ค�@+/>Nค+@>ห์O->�+/�&>2C�!์&*@!ห-?��@! 

�@��>�>�?- 
     (�) �@+N�?*!+@*�@!$-�@+�+/�&>2C�!์�@��>�>�?- 
     (�) �@+!ํ@N2!/$-�@+�+/�&>2C�!์�@��>�>�?- 
  a.`.` ค/@)2@)@+�  #+>�/"�O/*�/"N��ค/@)2@)@+�Q!�@+#�>"?�>�@!  

Q!N+AP/��?��N/R#!?Q 
   a.`.`._ "+>ห@+�?��@+O->"ํ@+B�+?�1@  (Operate  and  Maintain) 
    (_) "+>ห@+�?��@+/�ค์ค/@)+CO  (Knowledge  Management) 
     (�) //�O""  �>��?Q�  +>"""+>ห@+�?��@+ค/@)+CO  

2ํ@ห+?"/�ค์�+ 
     (�) �?��@+�@+N�O@�@�/�ค์ค/@)+CO�/�/�ค์�+ 
     (ค) �+/�2/"�@+Q�O/�ค์ค/@)+CO 
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     (�) "ํ@+B�+?�1@+>"""+>ห@+�?��@+ค/@)+CO   
    (`) "+>ห@+�?��@++>""  (Systems  Administration) 
     (�) �?��@+�+?&*@�+N�>+์'N//+์  +/)�@�#+>2>� >(@&   

ค/@)�B  ค/@)&+O/)Q�O�@!  ค/@)2@)@+�Q!�@+QหO"+>�@+  O->ค/@)2@)@+�Q!�@+�COคA! 
     (�) �?��ํ@N/�2@+�?Q!�/!�@+#�>"?�>�@!)@�+�@!

�@+"+>ห@++>"" 
     (ค) "ํ@+B�+?�1@  �@+�?Q�คN@ค/@)#-/�(?*�/�Nค+AP/�

O)N�N@*ห+A/+>"" 
     (�) O�O#ั�ห@Nค+AP/�O)N�N@*O->+>""  &+O/)�?Q�

O!/�@�#้/��?! 
    (a) �@+/>Nค+@>ห์ค/@)#-/�(?*�/�+>""  (System  

Security  Analysis) 
     (�) 2O�!�N/�Pห/NO->+?"+CO�N/�Pห/NQ!+>""+?�1@

ค/@)#-/�(?* 
     (�) />Nค+@>ห์�@�$-�@+#+>N)>!ค/@)N2?P*��N/�Pห/N

�@��@+/N@!คN@ค/@)N2?P*� 
     (ค) #+>N)>!ค/@)N2?P*�+>""Nค+A/�N@*ค/)&>/N�/+์  

(@*!/�/�ค์�+  O->(@*Q!/�ค์�+  LAN  WAN  Cloud  SASE 
   a.`.`.` +/"+/)�O/)C-O->�@+#�>"?�>�@+  (Collect  and  Operate) 
    (_) +/"+/)�O/)C-O->#�>"?�>�@+  (Collection  Operations) 
     (�) "+>ห@+�?��@+�O/)C-�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (�) />Nค+@>ห์�O/)C-�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (ค) !ํ@N2!/$--?& ์�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
    (`) �?��ํ@O$!#�>"?�>�@+�O@!R�N"/+์  (Cyber  Operational   

Planning) 
     (�) />Nค+@>ห์ค/@)N2?P*��O@!ค/@))?P!ค�#-/�(?* 

R�N"/+์ 
     (�) �ํ@ห!�N#้@ห)@*�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (ค) �ํ@ห!��-*B� ์�O@!ค/@))?P!ค�#-/�(?*R�N"/+์ 
     (�) �?��ํ@O$!#�>"?�>�@+�O@!ค/@))?P!ค�#-/�(?*

R�N"/+์ 
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     (�) �ํ@N!>!�@+O->�>��@)$-�O@!ค/@))?P!ค�
#-/�(?*R�N"/+์ 

    (a) #�>"?�>�@+R�N"/+์  (Cyber  Operations) 
     (�) +>"BO->�ํ@ค/@)N�O@Q�2>!�+?&*์Pค+�2+O@�

&AQ!�@!2ํ@ค?� 
     (�) #�#้/�2>!�+?&*์Pค+�2+O@�&AQ!�@!2ํ@ค?��@� 

(?*คB�ค@)�@�R�N"/+์ 
     (ค) �+/��?"�@+P�)�?�@�R�N"/+์R�O/*N@�+/�N+O/ 
     (�) �/"2!/��N/�@+P�)�?�@�R�N"/+์/*N@�)?

#+>2>� >(@& 
     (�) 'ื้!'C+>""�@��@+P�)�?�@�R�N"/+์ 
   a.`.`.a #้/��?!+?�1@ค/@))?P!ค�#-/�(?*R�N"/+์  (Protect  

and  Cybersecurity  Defend) 
    (_) />Nค+@>ห์�@+#้/��?!ค/@))?P!ค�#-/�(?*R�N"/+์  

(Cybersecurity  Defense  Analysis) 
     (�) />Nค+@>ห์ค/@)$>�#��>�?PN�>��@Q!(@*Q!Nค+A/�N@*  

&+O/)�?Q��ํ@�@+O�O�N�A/!(?*คB�ค@)�?P�+/�&" 
     (�) �ํ@ห!��-*B� ์  N�ค!>ค  O->�?Q!�/!Q!�@+�ํ@

�@+#้/��?!�@+"B�+B� 
     (ค) />Nค+@>ห์O->+@*�@!O!/P!O))@�+�@++?�1@

ค/@)#-/�(?*�/�/�ค์�+ 
     (�) #+>2@!�@!�?"N�O@ห!O@�?P#้/��?!�@�R�N"/+์ 

�?PN�?P*/�O/�Q!/�ค์�+  N&AP/�+/�2/"�@+O�O�N�A/!Nค+A/�N@* 
    (`) �/"2!/��N/Nห�B�@+�์(?*คB�ค@)�@�R�N"/+์   

(Cyber  Threat  Incident  Response) 
     (�) +/"+/)�@+"B�+B�  O->Q�O�O/)C-�?P&"�/"2!/� 

Nห�B�@+�์O->#้/��?!(?*�@�R�N"/+์ 
     (�) />Nค+@>ห์  N�AP/)P*��O/)C-�@+#+>N)>!(?*คB�ค@) 
     (ค) �+/�2/"Oห-N��O/)C-(@*!/��?P N�?P*/�O/�   

N&AP/�/"2!/�(?*คB�ค@)O->#้/��?!(?*�@�R�N"/+์   
     (�) />Nค+@>ห์Nห�B�@+�์�?P2N�$-�+>�"�N//�ค์�+ 
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     (�) �?��@+Nห�B�@+�์�@+#้/��?!�@�R�N"/+์O""
N+?*-R�)์  N&AP/2!?"2!B!�?)�/"2!/�Nห�B�@+�์  (IRT) �?P#+?"Q�OR�O 

    (a) #+>N)>!  �+/�2/"O->�?��@+�N/�Pห/N  (Vulnerability   
Assessment  and  Management) 

     (�) �ํ@N!>!�@+#+>N)>!ค/@)N2?P*�  �+/�2/" 
�N/�Pห/N�/�+>""  O->#+>N)>!ค/@)N2?P*�"Bค-@�+  +/)�@�#�>"?�>�@!Q!2N/!�?PN�?P*/�O/�   

     (�) />Nค+@>ห์!P*"@*O->�@+�ํ@ห!�คN@�@+#้/��?!
�@�R�N"/+์�/�/�ค์�+  O->#+>N)>!�@+#�>"?�>�@)��+>N"?*"O->คํ@2?P��/�/�ค์�+ 

     (ค) �ํ@N!>!�@+/2!?"2!B!�@+��2/"�@+N�@>+>"" 
�?PR�O+?"/!B�@�"!Nค+A/�N@*�/�/�ค์�+ 

   a.`.`.b //�O""O->&?�!@+>""QหO)?P!ค�#-/�(?*  (Designing  
and  Building  Secure  Information  Technology  Systems) 

    (_) "+>ห@+�?��@+ค/@)N2?P*�  (Risk  Management) 
     (�) &?�!@�+>"/!�@+O->/> ?�@+#+>N)>!ค/@)N2?P*� 
     (�) +>"Bค/@)N2?P*� 
     (ค) #+>N)>!ค/@)N2?P*� 
     (�) �ํ@�?"O->�>��@)O$!�@+"+>ห@+�?��@+ค/@)N2?P*� 
     (�) +@*�@!$-�@+"+>ห@+�?��@+ค/@)N2?P*� 
    (`) &?�!@�/'�์O/+์  (Software  Development) 
     (�) />Nค+@>ห์ค/@)�O/��@+�/�/�ค์�+O->�?��ํ@

O$!�@+&?�!@P#+O�+) 
     (�) &?�!@O$!$?��@+�ํ@�@!O->//�O""�@+�ํ@�@! 

�/�P#+O�+) 
     (ค) �ํ@ห!��@+&?�!@P#+O�+)QหON�>�ค/@))?P!ค�

#-/�(?* 
     (�) ��2/"�/'�์O/+์�O@!ค/@))?P!ค�#-/�(?* 
     (�) #+>N)>!O->2+B##+>N�O!�O@!�@++?�1@ค/@))?P!ค� 

#-/�(?* 
    (a) //�O""2�@#ั�*�++)+>""  (System  Architecture) 
     (�) �?��ํ@!P*"@*O->�?Q!�/!#�>"?�>�@++?�1@

ค/@))?P!ค�#-/�(?* 
     (�) �ํ@�?"�CO-+?�1@ค/@))?P!ค�#-/�(?* 
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     (ค) �ํ@N!>!�@+��2/"O->�+/�2/"ค/@))?P!ค�
#-/�(?* 

    (b) &?�!@+>""  (System  Development) 
     (�) //�O""O->&?�!@O$!�@+&?�!@+>"" 
     (�) />Nค+@>ห์O->//�O""ค/@)�O/��@+�/�+>"" 
     (ค) �ํ@N!>!�@+�ํ@�?"O->�CO-�@+&?�!@+>""QหO

N#็!R#�@)O$!�@! 
     (�) �ํ@N!>!�@+��2/"ค/@))?P!ค�#-/�(?*O->

+@*�@!$-�@+�+/�2/" 
     (�) +@*�@!�@+#+>N)>!#+>2>� >$-�/��@+&?�!@

+>"" 
   a.`.`.c />Nค+@>ห์O->O�O�N�A/!(?*คB�ค@)�@�R�N"/+์  (Analyze) 
    (_) />Nค+@>ห์O->N%้@+>/?�(?*คB�ค@)  (Threat  Analysis) 
     (�) �+/��?"(?*คB�ค@) 
     (�) +N/)ห@+A/�?"ห!N/*�@!�?PN�?P*/�O/�Q!�@+�?��ํ@

O$!#้/��?!  O->+?")A/�?"(?*คB�ค@)�@�R�N"/+์ 
     (ค) />Nค+@>ห์N�>�-@�  O->+>"BN�ค!>คO->/> ?�@+ 

�/�(?*คB�ค@) 
     (�) N%้@+>/?�(?*คB�ค@)  +@*�@!Nห�B�@+�์Nค+A/�N@* 

O->�@+"B�+B� 
    (`) # + > N )> ! + > �? " ค / @ ) +B ! O + � � / � �N / � P ห /N    

(Exploitation  Analysis) 
     (�) คO!ห@  +>"B  #+>N)>!+>�?"ค/@)+B!O+��/�

�N/�Pห/N�?P)?ค/@)N#็!R#R�OQ!�@+�C�P�)�?+>""�?PN#็!N#้@ห)@*   
     (�) ��2/"ค/@)N#็!R#R�OQ!�@+P�)�?+>""�?PN#็!

N#้@ห)@*  (Penetration  Testing) 
     (ค) ��2/"�@+N�@>�@)�?P�ํ@N#็!2ํ@ห+?"O/#&->Nค�?! 

Qห)Nห+A/O/#&->Nค�?!�?P/?#N�� 
     (�) N%้@+>/?�  �>��@)  2+B#+@*�@!O!/P!O)�/�  

Cyber  threat  �?PN#-?P*!O#-�/*N@�+/�N+O/   
    (a) />Nค+@>ห์�O/)C-O/�-O/)�?P)?ค/@)N#็!R#R�OQ!�@+�C�

P�)�?�N/+>""N#้@ห)@*  (Targets) 

หนา  ๕๗
เลม   ๑๔๒ ตอนพิเศษ   ๑๘๑    ง ราชกิจจานุเบกษา ๓๐   เมษายน   ๒๕๖๘



     (�) />Nค+@>ห์  �"�/!Oห-N��O/)C-  +>"B�-BN)N#้@ห)@*   
O->#+>N)>!�N/�Pห/N�?Pค/@)2ํ@ค?��?P/@��>�ํ@QหON�>�(?*คB�ค@) 

     (�) +@*�@!Nห�B�@+�์Nค+A/�N@*  �@+"B�+B�  O->
+@*�@!ค/@)�O@/ห!O@Q!�@++?")A/�?"(?*คB�ค@) 

   a.`.`.d 2A"2/!ห@ห-?��@!  (Investigate) 
    (_) 2A"2/!�@�R�N"/+์  (Cyber  Investigation) 
     (�) />Nค+@>ห์O->ห@2@Nห�B�/�/@��@�++)�@�R�N"/+์ 

�?PN�>��@Q!�?"+>"" 
     (�) 2A"2/!�>��@)+N/�+/*�/�$CO�+>�ํ@ค/@)$>� 

�?PP�)�?+>"" 
    (`) �+/�&>2C�!์�@��>�>�?-  (Digital  Forensics) 
     (�) +>"B  �?�N�O"O->�@+N�O"+?�1@&*@!ห-?��@!

�@��>�>�?- 
     (�) />Nค+@>ห์O->�+/�&>2C�!์&*@!ห-?��@!�@��>�>�?- 
     (ค) +@*�@!$-O->!ํ@N2!/�@+�+/�&>2C�!์�@��>�>�?- 
  a.`.a �?0!ค�>  #+>�/"�O/*  ค/@)->N/?*�+/"ค/"  �N@�2?�N��  )?2)@ >

Q!�@+�ํ@�@!  Q�O�?�1>�@+/N@!�@+ค>�/*N@�)?/>�@+��@�  �ํ@�@!+N/)�?"$CO/AP!/*N@�)?#+>2>� >(@&  
O2/�ห@ค/@)+CO/*N@�2)Pํ@N2)/  +?"'ั�ค/@)NหO!$CO/AP!  �AP/2?�*์  N#็!�-@�  O->�+>ห!?�+CO�O@!ค/@))?P!ค�
#-/�(?*R�N"/+์ 

 
#+>�@0  �  /?!�?P  `c  )?!@ค)  &.0.  `cdf 

"B�2�ค์  �?&�?**B� ์ 
#-?��+>�+/�O+��@! 

#+> @!�++)�@+2N�N2+>)�@+&?�!@%?)A/O+��@! 

หนา  ๕๘
เลม   ๑๔๒ ตอนพิเศษ   ๑๘๑    ง ราชกิจจานุเบกษา ๓๐   เมษายน   ๒๕๖๘
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